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CENTRAL. INTELLIGENCE AGENCY 


WASHINGTON, D.c. 20505 
a ‘A3 March 1978 


iS onceubie. Bill D.  Hapdeson ; 

Chairman, Subcommittee on Program 
and Budget Authorization 

Permanent Select Committee on 
Intelligence 

House of Representatives 

Washington, DC 20515. 


Dear Mr. Chairman: ~ =. 


o- . °'. As a followup to my appearance before your subcommittee. 

--.. at the budget hearing of 7 March, I am providing additional 
- information concerning the impact that the Freedom of Infor-. 
“~ jation Act and related Federal programs. has had on the 


het 


ee Agency. Proposals for pepser ete pode are ase advanced - 


ae for your consideration... . 


oe . “Requests for access to ecards: are devied:: upon ‘the ee 
_ pursuant to the Freedom of Information Act, the Privacy Act,..~ 


- and Sec. 5(C) of Executive Order 11652. Executive Order: 


2.11652 has been in effect since 1 June 1972, but the request —.. 
volume did not become a problem until 1975, when the Privacy’ . 


Act of 1974 and the 1974 amendments to the Freedom of Infor- >. 


--.. mation Act took effect. The table below sets forth the 


 fTumber of requests received, by category, from 1 January 
1975 through 31 December. 1977. The figures given include 
only those requests actually accepted for processing. An- 


additional 3,997 requests, principally requests for access ° 


_. to personal records, were received during this period but. 


‘never processed because of the failure of the requester to 992.25 


~ provide the information needed to establish his identity 


'- beyond doubt or to provide a more precise description of the | 


records sought. Though never fully processed, each of these - 


unlogged requests has “required, at the minimum, the eset 


ment of a case file and at least one letter PESpOnSE? 
Te eeny. adding to our workload. ss 


et 1975 | 1976 | 1977 Totals» 
FOIA requests 6,609 . 761 1,252  8,622° — 
PA requests" - 552 2,356 3,023 5,931 
EO requests 232 374 «568 - «1, 505 
‘Totals 7,393 3,491 4,843 16,058 — 
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‘The processing backlog at the close of 1977 amounted to 


. 2,370 initial requests and 260 administrative appeals of  —<CS:S:t~CS:t«CS E 
initial denials. In addition, 95 cases had gone into liti- Zs a: 


gation and the majority of these suits was still open as of 
the end of 1977. a ah ; et ue ide 
During 1977, the Agency expended 192,800 man-hours (the _ 5 
equivalent of approximately 109 man-years) in processing or i 
requests, appeals, and Litigation. We estimate the salary ny. ce i 
expenditure at $2,161,000. The total personnel costs come — a Se 
_ to approximately $2,377,700, of which $1,021,250 can be : 
“attributed to administration of the Freedom of Information . 
Act. By contrast, only $16,439 in search and copying. fees”. i 
were collected during 1977 for these services. = ow 
’. \“ : The Freedom of Information Act, as you are aware, pro- —- - 
_ vides statutory deadlines of 10 working days and 20 working — - 
_. days for responding to requests and appeals, respectively. .- 
_Unless requests happen to duplicate those previously pro- oe 
cessed, it has been impossible for the CIA to answer requests °°... 
". or appeals within these time frames. A number. of factors, | i pee ed 
_ some of which are perhaps unique to this Agency, have con-. 7.” 
_ tributed to this, including the following considerations: ~.0 30:5 


i 1... The heavy, volume of requests received in 1975, in ~° 3. 
“. J,;t- the wake of -the publicity given to questionable .-- 
domestic activities in the past by the Agency, re- . . ‘ 
: Sulted in processing backlogs which still persist 9 = 
~; and are, in fact, still growing... In an effort to ee ae 
'. be fair to all, requests, unless exceptional circum- © ===: 
stances dictate otherwise, are handled on a "first- = -- 
come, first-served" basis. Generally speaking, the 
“ statutory time for responding elapses before we - 
can even commence searching for the records requested. 


:. 2. Because of the specialized missions of various ° |... 

_ Agency components and the security requirement for =. 

compartmentalization, the CIA, unlike many other eS 

. agencies, has no central file or index to its ne 
-recordholdings. A search for "all" information on .- 

-.@ given topic or topics may therefore entail the 
Searching of several file systems, under different se 
‘command authorities and with varying degrees of Be ee a 
retrieval capabilities. Our date of response is are 
governed by the time required to thoroughly search 
the least efficient. of these systems.  . - . 3} 


.3. Many of the Agency's records have become inactive 
-and, as an economy measure, are stored in a records 
center. If "hits" made during the index search . 


ary 
Re 
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phase relate to inactive records, a not in- ~ 
- frequent occurrence, it takes from two to three 
-days to retrieve them from remote storage in 
order that their relevance can be cp cermined : 
thereby eotey ane: the PrOCesS ox 


Searches: in one component will p feed eile eaes: 
records originated by, or of subject-matter 
interest to, other components or other depart- 
‘ments and agencies.. The time required for 
reproduction and referral of such documents to 
_ the organization having cognizance for their - _ 
review. further delays completion of processing. ‘ 


At best, ‘the review of classified intelligence woe 
documents is a time-consuming process. A very. 
- careful review by knowledgeable officers is re- 2 
.. quired to ensure that sensitive information is -- 
. not inadvertently released. Mistakes, needless - 
. to say, would be costly. Unless our sources are. 
.. afforded protection from disclosure, they could 
.. lose confidence in our ability to maintain secrets. 
> .and back off from collaboration, thereby impairing - 
~. the Agency's ability to collect the foreign in- fo 
“\ telligence essential to national survival in this - 92. °. 
Sl atomic'age. A single request can involve the review 4.7 
=... 0£ hundreds or thousands of documents and, de- -°.. 2-07! 
“pending upon the subject matter, there are a limited - : 
*. number of - experts qualified to perform this task. 
. Often the review must be done by senior officers 
"and managers, with numerous other demands, eet 
| more urgent, . placed. upon ‘their PAM Re 


Slany of the Presdon of infomation: requests which we eS eer 
receive are all-encompassing in scope, and other requests -..-.- 
. are for records concerning sensitive covert operations, ee 
. the existence of which we are not even free to acknowledge. .. 9: 
- The Director has often expressed his view that the Agency's =... 
analytical products, to the degree consistent with his. ma 
obligation to protect intelligence sources and methods, 
should be made available to the American public. . To this’ 
end, numerous unclassified monographs, reference aids, maps, 
-and- translations of the foreign media are released by the 
CIA each year to the public through the distribution facili- 
ties of the Library of Congress, the Government Printing 
“Office, and the Department of Commerce. . In addition, every. 
effort. has been made by the Agency to comply fully with both 
the letter and spirit of the Freedom of Information Act, ~ 
- despite the drain on the Agency's resources. In many instances, 
however, compliance with the Act has led to the tees of 


a 
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ragmentary and sometimes inaccurate data, which, ne ie 
“ than enlightening the public, result in a misinterpretation - 
'-» of what actually occurred. rn Ree as 


“In view of the above considerations, and in response to 
your interest in possible legislative remedies, the major 
- , question is whether amendments can be made which would provide 
. | broader exemptions for intelligence material, particularly raw =". 
-  yeports and operational data. If this is not possible, in my © 
view, other legislative remedies to ameliorate these serious 
problems should address the following questions: | ms, 


1. Should the benefits of the Freedom of Information... -: 
-o. °" Aet, like those of the Privacy Act, be available see 
-'. to U.S.. citizens and permanent resident aliens ae 
“ only? If this change is not made, we could at’ - 
-. some point in the future find the CIA becoming =...) | 
“a world. information bureau at the expense of the ~ -:* 
 UsSs. CARDAVOR s.cc08 Fee ees Pk ee ae 
Should the mandatory response time on initial “~~ -00-%>. 
_£ processing of requests be changed from the present . °-).) 
-! 10 working days to 30 calendar days, plus an.addi- © 9 2-:. 
- tional week. for every 100 pages, or fraction thereof, .. 
“ of material requiring a review? At the same time, Bas 
<+ should the mandatory response time on appeals be .- 080 
“. changed from the present 20 working days to 60 calendar ... 
--.days, plus two additional weeks for every 100 pages, .... 
‘ or fraction thereof, requiring a second review? |... 


- Should agencies be permitted to charge requesters for - 

*. review time as well.as search time?) guess td 

- Should requests be limited to one specific subject of |. 

.. manageable proportions rather than permitting blanket ~ 

-’ omnibus-type requests which cover a wide. date span and - 

“.-@ variety of EONICSS ae ee ee ee eee ei 

_ appreciate your interest in this matter, and would bev 

pleased to provide you with any additional information you © *.- 
may desire... wl Woe Bhim ian CER, BGP ao eee 


oe, Respectfully, 2°. 


LAr, ees lake 
' Deputy Director 


for : “a 
Administration _. 
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